ABSTRACT The characteristic of heterogeneous power utilization in device-to-device (D2D) enabled cellular networks provides a natural fit for the adoption of non-orthogonal multiple access (NOMA). It contributes to a novel D2D framework, NOMA based cooperative D2D communications, with which the heterogeneous interference among different types of nodes can be tackled well. In the framework, a D2D transmitter not only acts as a relay of a pair of cellular transceiver but also transmits its own information to the paired receiver occupying the spectrum of cellular networks with NOMA technique. Apparently, this setup makes the reliability and security of the networks more challenging, in the presence of eavesdropper. To tackle this issue, a collaborative protocol with joint power optimization is built up. Specifically, to prevent information leakage, full-duplex (FD) cellular receiver injects the artificial noise (AN) signals to deteriorate the eavesdropper's channel while performing beamforming to suppress AN in the legitimate users' directions. Meanwhile, D2D transmitter brings desirable QoS provisions for the networks by power scheduling. The joint power optimization problem is formulated by maximizing the secrecy sum rate (SSR) of the overall system, subject to the quality of service (QoS) requirements of cellular and D2D receivers. Due to the non-convexity of the problem, a double-layer optimization method is proposed and then two optimal power allocation ratios are generated. Furthermore, connection outage probability (COP) and secrecy outage probability of the system (SOPS) are respectively characterized and their closed-form expressions are derived. Finally, numerical results are employed to validate the accuracy of theoretical results and the superiority of the proposed protocol in terms of joint security enhancement and QoS provisioning.
I. INTRODUCTION
With the explosive growth of internet-based smart terminals (e.g., intelligent medical devices, smart phone and internet of vehicles devices) and online services (e.g., open online courses, vedio sharing and cyber gaming), the challenging requirement for ubiquitous connectivity is imposed on the limited spectrum resources in the fifth-generation (5G) communication networks [1] . Especially as Internet of Things (IoT) expands rapidly, there will be over 25 billion mobile terminals connected to 5G networks by 2020 [2] . To meet the massive connectivity demand, several promising techniques ameliorating spectrum efficiency have been invesThe associate editor coordinating the review of this manuscript and approving it for publication was Salman Ahmed. tigated recently [3] - [9] . Device-to-device (D2D) communication is recognized as a candidate technology to improve spectrum efficiency. It supports D2D users and cellular users share spectrum resources of cellular networks, which thus improves not only spectrum utilization but also channel capacity [3] - [5] . In addition to D2D communications, non-orthogonal multiple access (NOMA) also exhibits the potentials to increase spectrum utilization. Different from conventional orthogonal multiple access (OMA), NOMA can simultaneously serve multiple users over the same spectrum resources via superposition coding, power allocation and successive interference cancellation (SIC), which also brings the significant channel capacity gain and spectrum efficiency gain [6] - [8] . Interestingly, the characteristic of heterogeneous power utilization in D2D networks provides a natural fit for VOLUME 7, 2019 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommons.org/licenses/by/4.0/ the combination of the two technologies. Inspired by this, [9] proposed a NOMA based D2D communication paradigm, which enormously improved energy and spectrum efficiency. It is a remarkable fact that explosive private data are exposed to wireless space with the increasing smart terminals. Due to the inherent broadcasting nature of the wireless medium, the data is susceptible to malicious overhearing attacks, especially in the heterogeneous networks [10] . For users, any form of data leakage is unacceptable, especially the high-privacy data (e.g. financial account and patients' healthcare data). Therefore, the information security of the networks becomes an imminent concern [11] . Traditionally, secrecy communication is realized exploiting higher level encryption methods [12] . With the network architectures of 5G/IoT systems more complicated, the traditional higher level encryption methods are gradually becoming inconvenient and impractical due to its own high implement complexity [13] . Triggered by this, physical layer security (PLS) insensitive to the network scale was proposed as an alternative. Its key idea is taking advantage of the physical characteristics of wireless channels to enhance the system security, which is convenient to actualize for heterogeneous networks [14] . Recently, applying the potentials of PLS to heterogeneous networks has been intensively studied and has become a potential research direction.
A. RELATED WORKS AND MOTIVATION
In D2D networks, there are a lot of efforts to enhance security performance from the aspect of PLS [15] - [22] . Particularly, in [15] , the interference between cellular users and D2D users was regarded as the friendly jamming signals, which degraded the eavesdropper's channel. To further develop the security gain, the authors in [16] designed a joint power distribution and channel assignment principle based on [15] . For a large number of D2D pairs enabled cellular networks, the reference [17] considered the PLS from the respect of access control. In order to jointly guarantee the reliability and security the networks, an interference threshold optimization model was proposed. Recently, a new D2D scaffold, cooperative D2D communication, has attracted more attention, because it can bring the significant diversity gain and spectrum utilization gain for the cellular networks with severe fading [18] , [19] . Its core idea is to support D2D transmitter to act as a relay of cellular networks in exchange for the communication opportunities. For safeguarding the cooperative D2D transmissions, the authors in [20] proposed the constellation rotation technique, with which symbol error probability of the system was vastly decreased. In [21] , the authors proposed a friendly jamming aided secure transmission scheme to protect cooperative D2D networks, which enhanced the secrecy rate of D2D users. In [22] , a wireless powered cooperative D2D transmission model was considered, where D2D transmitter was powered by and relayed the received cellular signal. To secure cellular transmissions, an energy efficient and seure beamforming approach was designed.
Simultaneously, PLS in NOMA networks was also extensively investigated, from the aspects of antenna selection, power allocation, relay selection, cooperative jamming, eavesdropper-exclusion zone etc. [23] - [27] . Specifically, by the appropriate transmit antenna choice, the secrecy interrupt probability of the dual-user downlink NOMA networks was decreased [23] . For the multiuser downlink NOMA networks, improving energy efficiency was great importance. Inspired by this, [24] researched a transmit power minimization problem satisfying the secrecy outage and QoS constraints. In [25] , the profit of cooperative jamming in NOMA networks was studied. The jamming signals deteriorated the eavesdropper's channel, which improved the secrecy rates of the users. In [26] , a secure two-way relay selection method was proposed for multiple relays networks with two pairs cellular users, which maximized the capacity of the networks. In [27] , the authors introduced an eavesdropper-exclusion zone to characterize the security-reliability balance for cooperative NOMA networks.
Note that despite bringing the diversity gain, cooperative D2D networks mentioned in [18] - [22] also introduce the heterogeneous interference between different types of users. It may be acceptable for cellular networks with higher-power but sometimes fatal to D2D users when the power of D2D users is rare [28] . Inspired by this, the promising application of NOMA in cooperative D2D networks was considered [9] , [28] - [30] . It formed a novel D2D framework, NOMA based cooperative D2D communications, which immensely improved spectral utilization. In the framework, apart from the relay role of D2D transmitter, another innovation was the application of SIC in the receivers. Particularly, in [28] , by SIC, the interference of cellular networks to D2D users was cancelled, which thus improved the transmission rate of D2D users. In [29] , a dense NOMA based cellular networks supporting multiple D2D pairs was considered, in which every D2D transmitter could simultaneously communicate with multiple D2D receivers. To maximize the sum rate of system, the joint power allocation and subchannel assignment strategy was formulated. In [9] , in order to optimize the energy efficiency of NOMA based cooperative D2D networks, the authors proposed a joint power allocation and users pairings scheme. In [30] , for the sake of optimizing the throughput of the networks, an interference aware NOMA scheme was considered for cooperative D2D networks.
Aforementioned literatures validate that the introduction of NOMA can enhance the reliability of cooperative D2D communications, as compared to conventional OMA scheme. But the introduced heterogeneous characteristic increases the risk of message leakage in light of previous analysis. So whether applying the promising potentials of NOMA to cooperative D2D networks can bring security gain becomes an issue worth exploring. However, the literatures [18] - [27] only tackled with the security issues of NOMA networks or cooperative D2D networks. The security issue of NOMA enabled cooperative D2D networks has not been studied. In addition, while improving the security, it is necessary to guarantee the reliability of NOMA enabled cooperative D2D networks. To our best knowledge, the related works are still missing in existing literatures, which motivates our work. This paper will explore the potential of NOMA based cooperative D2D communications in the joint security improvement and QoS provisioning. More specifically, we make great efforts to settle the problems listed as follows.
• Question 1: Compared with conventional OMA scheme, can applying NOMA to cooperative D2D communications bring more security gain?
• Question 2: How can we optimize the security gain for NOMA based cooperative D2D networks?
• Question 3: How can we guarantee the security and reliability for NOMA based cooperative D2D networks at the same time?
B. CONTRIBUTIONS AND ORGANIZATION
To remedy the gaps, in this paper, we investigate the joint security improvement and QoS provisioning for NOMA based cooperative D2D communications framework. In the framework, the cellular networks and D2D pairs are mutually beneficial to each other. The cellular networks provide D2D pairs with the spectrum resources while D2D transmitter acts as a relay of cellular networks without the direct links. An external eavesdropper attempts to wiretap the signals transferred by D2D transmitter to acquire the private information for both cellular networks and D2D pairs. D2D receiver, cellular receiver and the eavesdropper decode the information using SIC. In order to prevent the messages leakage, we propose a secure transmission protocol. In the protocol, cellular networks and D2D pairs are built into two collaborative alliances with joint power optimization, in which cellular alliance enhances the security of the overall system and D2D alliance ensures the reliability of the overall system. More particularly, our main contributions are threefold:
• We propose a secure NOMA based cooperative D2D communications protocol. In the protocol, the transmitter of D2D alliance transmits its own signal and relays cellular signal to the corresponding destinations. Meanwhile, FD receiver of cellular alliance transmits AN signals and performs beamforming to fight against the passive eavesdropper. As such, the malicious eavesdropper cannot decode the confidential information correctly.
• We formulate a joint power allocation problem to optimize the secrecy sum rate of the overall alliances, guaranteeing the QoS requirements of both two collaborative alliances. Because the problem is non-convex, a double-layer optimization approach is introduced. By the approach, the optimal power allocation parameters are acquired.
• We characterize connection outage probability (COP) and secrecy outage probability of the system (SOPS) and derive their closed-form expressions to analyze the reliability and security of the framework, respectively. Numerical results validate that theoretical results coincide with simulation results and illustrate applying NOMA to cooperative D2D networks can bring more security gains ensuring the QoS requirements of the networks, as compared to conventional OMA schemes. The reminder is organized as follows. Section II details the proposed secure transmission model for NOMA based cooperative D2D networks, including system description and scheme design. In Section III, the power scheduling problem maximizing secrecy sum rate is formulated and the optimal solutions regarding power allocation parameters are acquired based on a two-layer optimization approach. In Section IV, we characterize COP and SOPS to analyze the reliability and security of the networks, respectively. Numerical results are shown in Section V to validate analytical results and the superiority of the system. Finally, we conclude the paper in Section VI.
II. SYSTEM MODEL
A NOMA based cooperative D2D network is considered in this paper, as shown in Fig. 1 . Where the cellular user Alice aims to transfer the confidential messages to the receiver Bob. Owing to poor transmission condition (e.g. energy attenuation, shadowing and poor access permission), there is no direct link between Alice and Bob. Meanwhile, a pair of D2D users, composed of the transmitter DT and the receiver DR, hope to accomplish the information transmission over the spectrum of cellular networks. For two birds with one stone, the cellular networks allow D2D users to occupy the spectrum while DT needs to act as a relay to assist Alice to transmit the information to Bob. 1 In addition, an external eavesdropper Eve tries to wiretap the private information of D2D pairs and cellular user. Similar to [31] , we assume that Eve is located 1 This model is encouraged by an industrial scenario including a master processor, preprocessors and users. Owing to huge amount of information, the users do not have the permission to communicate directly with the master processor. And the preprocessor are needed to help the master processor filter the useful information from users. At the same time, the preprocessors can also send the instructions to the users or exchange the information with other preprocessors. VOLUME 7, 2019 near the legitimate receivers and only wiretaps the second hop transmissions. 2 In the networks, Bob is equipped with N antennas and works in full-duplex (FD) mode and other users with one antenna operate in half-duplex (HD) mode.
Based on the framework, the private information transfers of the networks are separated into two hops. The specific transmission process is as follows. During the first hop, there exists only one communication link between Alice and DT, i.e., Alice transmits the confidential messages to DT. During the second hop, DT decodes and forwards the signal previously received while emitting its own signals to DR via superposition coding [8] . Simultaneously, to degrade Eve's channel, Bob will select one antenna to receive the signal from DT while emitting AN signals to confuse Eve using the remaining N − 1 antennas.
Without lose of generality, assuming all channels undergo the independently distributed quasi-static Rayleigh fading. , where j ∈ {BB, BR, BE}. In this work, the channel state information (CSI) of the legitimate users can be obtained by the channel estimate and only channel distribution information (CDI) of Eve is assumed to be available.
A. AN AND BEAMFORMING DESIGN
To deteriorate Eve's channel, Bob selects one antenna to receive the signals emitted by DT and the remaining to emit the AN signals to Eve during the second hop. In order to guarantee the high-quality transmissions of cellular networks, Bob can select the exclusive receiving antenna in accordance with the principle
In this way, the channel for the information transfer between DT and Bob satisfies h TB = h TB i , where
Conceiving the power of cellular networks is P A , in which part ϕ is utilized to transmit private messages to DT by Alice and part 1 − ϕ is for emitting the AN signals to Eve by Bob, where 0 ≤ ϕ ≤ 1 is the power allocation ratio (PAR) of the cellular networks. Particularly, the AN signals vector is denoted as , a (N − 1) × 1 Gaussian vector, whose all elements entities are satisfied with zero mean and unit variance. Note that the power (1−ϕ)P A to emit the AN signals will be allocated evenly to N −1 entities of , since there is no knowledge of perfect CSI of Eve. In order to protect Bob and DR against the AN signals, a (N − 1) × (N − 1) beamforming matrix is designed as follows. DefineH = [h BB , h BR ]. According to [32] , can be acquired by
where P =H H HH −1H H and I N −1 is a (N − 1) × (N − 1) unit matrix. By calculating, we can observe that H H (I N −1 − P) = 0. In this way, the matrix is satisfied with
and In this respect, the system withstands the wiretapping of Eve ensuring the normal transmissions of legitimate users.
B. NOMA BASED COOPERATIVE D2D COMMUNICATIONS
In this subsection, the detailed transmissions process of NOMA based cooperative D2D networks is researched.
As shown in Fig. 1 , the cooperative transmissions are composed of two hops. During the first hop, Alice transmits the private signals to DT. The signal received at DT can be denoted as
where x A with E(|x A | 2 ) = 1 is the private signal intended to Bob and E(·) is the expectation operation. n T ∼ CN (0, σ 1 2 ) signifies the additive white Gaussian noise (AWGN) yielded by the antenna at DT. Before forwarding x A , DT first decodes it. The signal to noise ratio (SNR) decoding x A can be written as
Assuming the power of DT for the information transfer is P D . Note that D2D transmitter not only forwards the decoded cellular signal but also needs to transmit its own signal, during the second hop. Accordingly, the superposition coding and the power allocation are implemented at DT. In particular, DT assigns the section ψP D to its own signal and the remaining (1−ψ)P D to the cellular signal, where 0 ≤ ψ ≤ 1 is PAR at DT. As a result, the superimposed signal to be sent by DT can be expressed as
where x D with E(|x D | 2 ) = 1 is the signal intended to DR. Simultaneously, Bob in FD mode emits the AN signals while receiving the signal transmitted by DT. Therefore, the received signals at Bob, DR and Eve can be represented as
and
respectively.
Where
and n E ∼ CN (0, σ 4 2 ) are the AWGN yielded by the antennas at Bob, DR and Eve, respectively. The Eqs. (8) and (9) are obtained based on the Eqs. (3) and (4), respectively.
Remark 1:
In practice, there exists the SI in the signal received at Bob. Based on this, we can represent the received signal at Bob as
Where the third term on the right of the equation denotes the residual SI after beamforming. 0 ≤ k ≤ 1 is the SI cancellation factor, where k = 0 means that there is no SI and k = 1 means that the beamforming is not valid. If there is no error in the channel estimation of h BB , the SI can be cancelled completely. However, it is impossible in reality because of the location of multiple antennas. In the proposed scheme, AN is designed to deteriorate Eve's channel and artificially create the difference between wiretap channel and legitimate channel. Meanwhile, the beamforming is implemented to null out AN in the Bob's direction. Therefore, compared with the interference received by Eve, the residual SI of Bob is very tiny and can even be ignored. For convenience of analysis, similar to [25] , we assume that the SI of Bob can be completely eliminated by beamforming in the Eq. (8), i.e., k = 0.
Remark 2: NOMA based cooperative D2D transmission scheme enables the cellular transmissions with no direct link, while facilitating D2D communications with no dedicated spectrum.
Remark 3: By the designs of AN signals and the beamforming matrix , the system succeeds in confusing Eve and protecting the secret messages.
C. SIC BASED DECODING
In the NOMA system, the SIC technique is enforced at the receivers. Assuming that the channel of D2D pairs is superior to Bob's, i. 
Conditioned on x A being perfectly decoded, the SNR decoding x D at DR can be denoted as
Upon regarding x D as the interference, the SINR decoding x A at Bob can be denoted as
Similarly to [34] , we assume that Eve has enough ability to get the decoding order of legitimate receivers. In this case, Eve treats x D as the interference while decoding x A and deletes x A while extracting x D . The SINRs decoding x D and x A at Eve can be respectively represented as
In accordance with the decoding-and-forwarding (DF) protocol, the SINR decoding x A at Bob can be denoted as 
, respectively. The factor 1/2 is because the whole transmission period is split apart.
Similar to [10] , the secrecy rate is defined as the positive discrepancy between the transmission rate and the wiretap rate. As such, the secrecy rates of DR and Bob can be recorded as
respectively. Where [x] + means max(0, x). In order to characterize the secrecy capacity of the whole system, the secrecy sum rate (SSR) is utilized. In this paper, the SSR can be defined as the sum of secrecy rate of D2D pairs and cellular user, i.e., C S = C D + C B . In practice, the secure transmission in NOMA based cooperative D2D networks is designed so that C D and C B are nonnegative [33] . Similar to [33] , we redefine SSR as
(17)
Observing the Eq. (17), we can find that the PARs ψ and ϕ have the vital impact on C S . When ψ = 1, 3 only information transmission of D2D pairs can be accomplished. The information transmission of cellular networks is suspended. When ψ = 0, the signals of Alice can be transferred to Bob. But D2D pairs cannot accomplish the information transfer.
III. JOINT SECURITY ENHANCEMENT AND QOS PROVISIONING PROTOCOL
In this section, we analyze the joint security enhancement and QoS provisioning for the networks via the power optimization. First, in order to enhance the security of the networks, an optimization problem (OP) maximizing the SSR is formulated, guaranteeing the QoS requirements of cellular and D2D users. Second, due to the non-convexity of the problem, a two-layer optimization method with tight relaxation is introduced. Based on the method, the optimal PARs are acquired finally.
A. PROBLEM STATEMENT
In this networks, the messages injected by D2D transmitter suffer from the overhearing attacks of Eve. To prevent the information leakage, a secure transmission scheme is designed in Section II. But the values of PARs ϕ and ψ is random in the scheme. Accordingly, how to choose the appropriate values of ϕ and ψ to optimize the system performance becomes a problem worth exploring. Considering the practice, both D2D pairs and cellular users have the QoS and security requirements. Driven by this, we formulate a secrecy sum rate maximization problem of cellular and D2D users, guaranteeing the QoS requirements of D2D pairs and cellular networks. Particularly, the OP can be formulated as
where, Eqs. (18b) and (18c) denote the QoS requirements of DR and Bob, respectively. Eq. (18d) shows the spans of 3 In this paper, we assume |h TD | 2 ≥ |h TB | 2 . So for user fairness, 0 ≤ ψ < 0.5 is set. In practice, D2D receiver and cellular receiver are a pair of symmetrical users for NOMA protocol. That is, there is a case where |h TD | 2 ≤ |h TB | 2 in the networks. In this case, 0.5 < ψ ≤ 1 should be satisfied for the normal operation of SIC. ϕ and ψ. Eq. (18e) implies the power constraints of the networks. r D and r B are the target transmission rate of DR and Bob, respectively. p a and p r are respectively the maximum power of cellular networks and D2D pairs. In the OP P1, these constraints are practically considered. To avoid secure but unreliable communications, Eqs. (18b) and (18c) are necessary. When the constraints are not satisfied, the OP P1 is infeasible and the messages transmissions of the networks are suspended.
B. OPTIMAL POWER ALLOCATION STRATEGY
Owing to the coupling of the variables ϕ and ψ, the OP P1 is a non-convex OP, which is intractable to solve straight. In order to reduce the complexity of solution, in this paper, we put forward a double-layer iterative approach. Specifically, we first decompose the OP P1 as two solvable OPs by a double-layer optimization method and then respectively solve them in proper sequence. For convenience of solving, the OP P1 is simplified firstly. The constraint (18b) can be reformulated as
The constraint (18c) can be rewritten as
where
Synthesizing the above analyses, the OP P1 can be transformed as
(18d) and (18e).
where ψ 1 , ϕ 1 and ψ 2 are given by Eqs. (19)- (21), respectively. The objective function of the OP P2 is still intractable because of its complexity, so Lemma 1 is introduced. 
Proof: Please refer to [35] . In the OP P2, 
Here, the coefficient 1 2 of the objective function is omitted. ϑ ≥ 1 is an introduced slack variable to reduce the complexity of the objective function. Simultaneously, for the fixed ϕ and ψ, the optimal ϑ should obey with
To sum up, the lower bound of ϑ can be acquired by ϑ ≥ 1.
From (24), we can obtain ϑ ≤ 1 +
. So the upper bound of ϑ can be acquired by ϑ ≤ ϑ = 1 + min
. As such, the span of ϑ can be signified as
Similar to Eq. (18c), Eq. (23b) can be decomposed into
Considering Eqs. (25)- (27) , the OP P3 can be reformulated as
(22d).
Note that the OP P4 can be recognized as a double-layer OP, and its objection problem can be equivalently converted into
In this way, we convert the OP P1 into a double-layer OP P4. In the double-layer OP, the outer-layer problem can be deemed as a single variable OP P5 with regard to ϑ, which can be solved employing 1-D search algorithm with tight Compute ψ(ϑ i ) and ϕ(ϑ i ) via Eqs. (32) and (33).
6:
Acquire C S (ϕ(ϑ i ), ψ(ϑ i )) via substituting ϕ(ϑ i ) and ψ(ϑ i ) into Eq. (17).
7:
= + {C B (ϕ(ϑ i ), ψ(ϑ i )), ϕ(ϑ i ), ψ(ϑ i )}.
8:
i := i + 1. 9: end for 10: return C S (ϕ(ϑ n ), ψ(ϑ n )), ϕ(ϑ n ) and ψ(ϑ n ), where C S (ϕ(ϑ n ), ψ(ϑ n )) takes the maximum from .
relaxation summarized in Algorithm 1. For the fix ϑ, the inner layer problem can be treated as a bivariate OP P6 concerning ϕ and ψ. The OPs P5 and P6 can be respectively formulated as
s.t. (28c) − (28e). (31b)
Notation 1: In practice, the secure transmission of D2D pairs is designed by the AN signals so that C D is nonnegative. So
should be satisfied.
Otherwise, the OP P6 is meaningless. Where log
Note that log(1 + A E ) is a decreasing function regarding ψ and an increasing function about ϕ. In light of the Notation 1, we can acquire that C D is an augment function with respect to ψ and a decreasing function regarding ϕ. Accordingly, for the fixed ϑ, the objective function of the OP P6 is the increasing function with respect to ψ and the decreasing function regarding ϕ. In this way, the value of ψ should be as large as possible while the value of ϕ should be as small as possible. As such, the optimal values of ψ and ϕ should be respectively satisfied with if min(ψ 2 , ψ 3 ) < 0.5 then 12: ψ = min(ψ 2 , ψ 3 ).
13:
else 14: ψ → 0.5.
15:
end if 16 : end while 17: Acquire C S (ϕ, ψ) via substituting ϕ and ψ into Eq. (17). 18 : return ϕ, ψ, C S (ϕ, ψ).
Taking Eqs. (18d), (32) and (33) into consideration, the optimal ϕ and ψ can be acquired and the means of acquiring the optimal ϕ and ψ is summarized in Algorithm 2. 4
IV. PERFORMANCE ANALYSIS
In this section, we utilize the connection outage probability (COP) and the secrecy outage probability (SOP) to evaluate the system performance, similar to [36] . The COP and the SOP are respectively the odds that the connection outage event and the secrecy outage event, defined as follows, take place.
• Connection outage event: the achievable transmission rate at the receiver does not reach the predefined target transmission rate.
• Secrecy outage event: the achievable secrecy transmission rate at the receiver does not reach the predefined target secrecy rate.
A. CONNECTION OUTAGE PROBABILITY
The COP is an important indicator to evaluate the reliability of the networks. In this paper, we denote the connection outage events that DR and Bob encounter as O 1 and O 2 , respectively. In practice, the SIC at the legitimate receivers may not be ideal. Based on this, the COP of DR can be calculated by
4 In Algorithm 2, observing the expressions of ϕ 1 , ϕ 2 , ψ 1 , ψ 2 and ψ 3 , we can find that max(ϕ 1 , ϕ 2 ) ≥ 0, ψ 1 ≥ 0 and min(ψ 2 , ψ 3 ) ≤ 1 are invariable. In addition, ψ → 0.5 means that the value of ψ is infinitely close to but less than 0.5. This equation is based on the total probability theorem. Where Pr(·) is the probability operation. The item I 12 and I 11 respectively indicate the COPs of DR conditioned on whether the message x A can be successfully removed or not. γ 1 = 2 2r B −1. r D and r B are the predefined target transmission rates at DR and Bob, respectively. In particular, if x A fails to be removed at DR, the probability decoding x D at DR will be zero, i.e., Pr R D ≤ r D | B D ≤ γ 1 = 1. At this point, I 11 can be calculated by
. Then, I 12 can be calculated by
.h 1 ≤h 2 should be satisfied in (a). Otherwise, ifh 1 >h 2 , Pr h1 < |h TD | 2 <h 2 = 0. Substituting Eqs. (35) and (36) into Eq. (34), we can acquire the COP of DR as
Under the imperfect SIC assumption, the COP of Bob can be denoted as
. The detailed derivation process refers to Appendix B.
B. SECRECY OUTAGE PROBABILITY OF THE SYSTEM
The SOP is an important indicator to evaluate the security performance of the networks. The SOPs of DR and Bob only reflect their own security, but the security of overall system cannot be completely characterized. In this case, we introduce the secrecy outage probability of the system (SOPS) to validate the security of overall networks. The SOPS is defined as the odds that the secrecy outage event of the system, defined as follow, takes place.
• Secrecy outage event of the system: The eavesdropper can at least successfully overhear one legitimate user's information in the networks. In this paper, we denote the secrecy outage events encountered by DR and Bob as O 3 and O 4 , respectively. In this way, the secrecy outage event of the system can be denoted
which is recorded as . Wherē O means the complementary event of the event O. AB and A ∪ B denote the intersection and union of the events A and B. Therefore, the SOPS can be calculated by
where (b) is because the complementary event of isŌ 3Ō4 .
(c) is because the channels of DR and Bob are mutually independent. P(O 3 ) and P(O 4 ) are the SOPs of DR and Bob, respectively. Next, we will detail P(O 3 ) and P(O 4 ). Similar to the Eq. (34), the imperfect SIC and total probability theorem are considered here [37] . Based on this, the SOP of DR can be calculated by
. (40) where c D is the predefined target secrecy rate at DR. The term I 22 and I 21 respectively remark the SOPs of DR conditioned on whether the information x A can be ideally dislodged or not. When x A fails to be dislodged, secrecy outage event of DR is bound to happen, i.e., Pr
In the light of the Eqs. (11) and (12), Pr B D > γ 1 can be converted into
where γ 3 = ψγ 1 1−ψ−γ 1 ψ . Therefore, I 22 can be simplified as
In line with the total probability theorem, we can simplified I 3 as 
Lemma 2:
Proof: Please refer to Appendix A. In the light of the property of definite integral function, we can further translate I 31 as
To the best of our belief, I 41 and I 42 are computationally intricate and obtaining their closed-form expressions is difficult. In order to reduce computational complexity, Gaussian-Laguerre quadrature [39] and Gaussian-Chebyshev VOLUME 7, 2019 quadrature [39] are employed in this paper. By GaussianLaguerre quadrature, I 41 can be approximated by
) n x n is the Laguerre polynomials [38] and x i is i-th root of L n (x).
By Gaussian-Chebyshev quadrature, I 42 can be approximated by
. Similar to solving I 31 , we can calculate I 32 as
where Gaussian-Laguerre quadrature and GaussianChebyshev quadrature are utilized in (d).
Substituting Eqs. Under the imperfect SIC assumption, the SOP of Bob can be denoted as
where τ B = 2 2c B and c B is the predefined target secrecy rate at Bob. Before computing P(O 4 ), F B (γ ) and f A E (γ ) should be solved.
Lemma 3:
The c.d.f. of B can be calculated as
Proof: Please refer to Appendix B. Lemma 4: The p.d.f. of A E can be denoted as
Proof: Please refer to Appendix C. Substituting Eqs. (52), (53) into Eq. (51), P(O 4 ) can be further expressed as
ψ . Similar to Eq. (46), in order to reduce computational complexity, Gaussian-Chebyshev quadrature is used here. By Gaussian-Chebyshev quadrature, I 5 can be approximated by
where θ m = cos(
. Substituting Eq. (55) into Eq. (54), P(O 4 ) can be finally implied as , the SOPS will be one, i.e., P( ) = 1.
Proof: Substituting Eqs. (50), (56) into Eq. (39), the SOPS can be ultimately expressed as Eq. (57) and Proposition 1 is proved.
V. SIMULATION RESULTS AND DISCUSSION
In this section, numerical results are employed to validate the performance of the networks. In practice, considering that the power of D2D pairs may be less than the cellular networks' power, P D = [28] . Additionally, as the comparison schemes, we evaluate the traditional NOMA scheme [28] , the jamming-based OMA scheme [21] and the traditional OMA scheme [18] in the cooperative D2D networks, which are respectively denoted as ''TNS'', ''JOS'' and ''TOS'' in the pictures. For the comparison schemes, their PARs are set as ϕ = 0.5 and ψ = 0.45. ''PJNS'' implies our proposed PARs-optimal jamming based NOMA scheme. In the following, we will detail the performance of the networks.
A. SECRECY SUM RATE Fig. 2 depicts the relationships between secrecy sum rate (SSR) as well as secrecy rates and PARs ϕ and ψ. From  Fig. 2 , we can observe that secrecy sum rate is positively correlated with PAR of DT ψ while having a quadratic relationship with PAR of Alice ϕ. The reason is as follows. As ψ increases, more power is allocated to the signal of D2D pairs, which results in the decline of secrecy rate of Alice and the rise of secrecy rate of DR. DR eliminates the interference signal of cellular networks by SIC, so the change rate of secrecy rate of DR exceeds that of secrecy rate of Alice, which leads to the proportional relationship between SSR and ψ. As ϕ increases, more power is assigned to the signal of Alice and less power is for AN signals. As a result, secrecy rate of DR will decline while secrecy rate of Bob first increases and then decreases, which finally leads to the quadratic relationship between SSR and ϕ. Therefore, guaranteeing QoS of D2D pairs and cellular user, selecting the optimal ϕ and ψ is necessary. Fig. 3 displays the the superiority of the proposed scheme in terms of secrecy sum rate, as compared to the comparison schemes. From Fig. 3 , it is observed that secrecy sum rates of the comparison schemes are similar while secrecy sum rate of PJNS scheme is growing rapidly. It verifies the improvement in security performance of the proposed scheme. Specifically, the scheme increases the data rate via SIC while decreases the wiretap rate via AN signals, which eventually causes the rapid growth of secrecy sum rate of the system. Fig. 4 shows the relationships between PARs, ϕ and ψ, and the transmit SNR ρ A for the different transmission rates. From Fig. 4 , it is observed that ϕ is getting smaller while ψ keeps bigger when ρ A increases. In terms of ϕ, the part ϕ of the power of cellular networks is distributed to transmit the cellular information. Under guaranteeing R B ≥ r B , the power required by the messages transfer is fixed. Therefore, the value of ϕ will decrease as the increasing ρ A . In terms of ψ, the part 1 − ψ of power at DT is exploited for the message transfer of cellular networks. For given transmission rate r B , the power required by the information transmission is fixed. Therefore, the value of 1 − ψ will decrease and the value of ψ will increase as the increasing ρ A . Interestingly, we can also find form Fig. 4 that ψ increases and ϕ decreases as the transmission rates rise.
B. OPTIMAL PARS
C. CONNECTION OUTAGE PROBABILITY resulting in the decrease of the transmission and secrecy rate. For ''TOS'' scheme, both of the above situations exist. For the proposed scheme, the receivers eliminate the interference between the users by the SIC. Meanwhile, AN signals deteriorate the eavesdropper's channel. Therefore, it shows the superior security performance. In addition, Figs. 6 and 7 also shows the accuracy of our analysis, i.e., SOPs and SOPSs for both the theoretical analysis and the simulation coincide. Fig. 8 displays how P( ) changes with the PARs, ϕ and ψ. Observing Fig. 8 , we can find that P( ) first decreases and then increases as the increasing ϕ. The reason is as follows: as ϕ increases, the power for emitting AN signals gets smaller and smaller. Originally, the data rates of legitimate users are obviously larger than the wiretap rates. As the power of AN signal declines, the data rates and the wiretap rates are getting closer and closer. Therefore, P( ) first decreases and then increases. It is also observed form Fig. 8 that P( ) also first decreases and then increases as the increasing ψ. The reason is as follows: as ψ increases, the power assigned to x A will decrease and the power assigned to x D will increase. As a result, the secrecy rate C B of Bob will decrease while the secrecy rate C D of DR will increase. Because the change rates of C B and C D are different, so a quadratic relationship between P( ) and ψ is caused. In addition, we can observe from Fig. 8 that, for given system parameters, the most suitable PARs for the optimal transmission scheme are (ϕ, ψ) = (0.2, 0.3) without the constraints.
VI. CONCLUSION
In this paper, we investigated the superiority of applying NOMA to cooperative D2D networks in joint security enhancement and QoS provisioning. To improve the spectrum efficiency, we established a NOMA based cooperative D2D transmission framework by making the best of the potentials of NOMA and D2D communications. In the framework, D2D transmitter acted as a relay to assist the cellular networks to achieve the messages transfer. Meanwhile, D2D pairs transferred their own information occupying the spectrum of cellular networks with NOMA technology. In addition, an external eavesdropper attempted to wiretap the private signals of cellular networks and D2D pairs from D2D transmitter. To confuse the eavesdropper, FD receiver of cellular networks emitted AN signals. By the beamforming, the impact of AN signals on the legitimate receivers was eliminated. In order to maximize the security gain of the system, an adaptive power scheduling problem maximizing the secrecy sum rate (SSR) was formulated, guaranteeing the quality of service (QoS) requirements of cellular user and D2D pairs. The problem was intractable owing to its non-convexity, so a double-layer optimization method was introduced. Base on this method, the optimal power allocation ratios were acquired. Furthermore, connection outage probability and secrecy outage probability of the system were characterized and derived to estimate the performance of the system. Finally, numerical results validated the accuracy of analytical results and illustrated applying the potentials of NOMA to cooperative D2D networks could bring more security gains ensuring the QoS requirements of Bob and DR, as compared with the comparison schemes. According to Eqs. (6), (11) and (13), I 61 , I 62 and I 63 can be respectively expressed as
and 
where g = 
